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Research on Anonymity and Tracking Technology of Digital Currency in the Era of
Blockchain—-Taking Monero as an Example
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[Abstract] The existence of virtual digital currency opens up shortcuts for illegal financing, money laundering and
other criminal activities. Monero is a typical representative of digital currency. This paper analyzes Monroe coins
tracking technology to provide technical support for effectively solving criminal activities based on digital currency.
Firstly, this paper describes the anonymous technologies such as Monroe coin ring signature, unlinkability and
traceability. Secondly, according to the characteristics of anonymous technology, the tracking technologies such as

output merge attack, latest guess attack, malicious remote node attack and o—mixin attack are introduced. Finally,

the author looks forward to the tracking and supervision of digital currency, represented by Monroe coins.
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