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Practical research on customer information privacy protection technology in the financial
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[Abstract] With the acceleration of informatization in the financial industry, the problem of customer data
privacy protection is becoming more and more prominent. In this study, we will discuss the application of data
encryption, homomorphic encryption, and differential privacy technologies in the financial industry, and
evaluate the privacy protection, computing efficiency, data accuracy, and system load of various technologies
through experimental analysis. The results show that data encryption has the best privacy protection and
computational efficiency performance, which is suitable for account query and online payment, homomorphic
encryption provides users with a high degree of privacy protection, but the computational efficiency is not high,
which is suitable for data sharing and joint computing, and differential privacy maintains good computational
efficiency and ensures a certain degree of privacy protection, which is suitable for big data analysis and risk
assessment.
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